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TURNING THE TABLES ON 
FINANCIAL CRIMINALS:
DATA SCIENCE POWERED RISK REDUCTION





RECENT CHALLENGES ADDRESSED, 
PERENNIAL CHALLENGES REMAIN
To meet the requirements and expectations of their regulators, 
legislators, shareholders and stakeholders, banks have invested 
in a host of leading edge data management, data mining, data 
analytics, and reporting solutions and tools.

Despite these investments, banks continue to 
face other perennial challenges.  Key among 
these challenges is the identification and 
elimination of criminals who are using bank 
platforms to launder money garnered through a 
variety of unlawful activities including illegal drug 
sales, prostitution and human trafficking. Aside 
from the innate criminality and immorality of these 
activities, the money generated through them is 
often used to fund terrorism and other crimes.

In addition to new regulations and oversight 
imposed on banks following the financial crisis, 
they remain subject to other dictates that require 
them to identify and report suspicious activity 
that may indicate money laundering, terrorism 

financing and other financial criminal activities. 
The most relevant statutes and rules governing 
banks’ responsibilities in these areas are the 
Bank Secrecy Act (BSA), the USA PATRIOT Act 
and Know Your Customer (KYC) requirements. 

 

BAD ACTORS ENDURE, 
PRESENTING NEW CHALLENGES
There is nothing new about banks’ responsibility 
for identifying and reporting bad actors and 
suspicious activities. Today, however, they face 
new challenges in this regard. 
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Two key challenges are:

• The velocity at which banks generate, collect 
and must analyze exponentially increasing 
volumes of customer, transaction and other 
data (“big data” in today’s parlance) in order 
to enable regulatory compliance, identify new 
business opportunities and make optimal 
business decisions.

• The increasing incidence of financial 
criminal activity as well as the extraordinary 
resourcefulness and audacity of the criminals.

Many banks – particularly global and large 
regional banks – find themselves lacking in the 
sophisticated financial crime domain expertise, 
information technology and data analytic skills 
necessary to keep up with ongoing and evolving 
Anti-Money Laundering (AML) regulatory 
mandates and regulators’ expectations, let alone 
get out in front of them.

The pressure is on for banks to up their games in 
terms of their abilities to gather, analyze,

understand and act swiftly and appropriately 
based on the information teased out of their 
vast stores of data (structured and unstructured, 
internal and externally accessible). The price
of failure to comply with BSA, USA PATRIOT Act 
and other regulatory provisions has grown
frighteningly steep. It’s now accurate to say that 
financial penalties alone for violations of the BSA 
and AML rules have reached extinction levels.

Consider the chart below that appeared in 
a recent Bloomberg Business reporti : 

With financial penalties now being levied in 
the billions of dollars, banks cannot afford to 
simply write them off as part of the cost of 
doing business. Add to these the brand and 
stock damage done to institutions when such 
violations are reported and it’s become painfully 
clear to bank officers and board members that 
they must improve their compliance capabilities.

CitiGroup $140M

Wachovia Bank $160M

Standard Chartered $740M

Commerzbank $1.45B

HSBC Holdings $1.92B

JP Morgan Chase $2.05B

Punishing the Banks 
Biggest fines for violations of banks secrecy and anti-money laundering rules

BNP Paribas $9B
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DE-RISKING IS NOT 
THE SOLUTION
In the absence of an efficient, effective, 
ongoing practice and methodology that 
enables banks to identify bad actors and 
suspicious patterns and activities, some 
banks have resorted to de-risking.

As a January 2015 study published by the 
Global Center on Cooperative Security 
describes de-risking, “While some banking 
institutions have responded by strengthening 
oversight and communicating obligations 
to customers, some are opting to end 
relationships with clients deemed ‘high 
risk’—especially when the relationships  
pose more risk than potential returns.” ii 

De-risking, however, poses its own risks for 
banks, which may err heavily on the side of 
caution, choosing to avoid some business 
relationships because of uncertainty about the 
potential risk posed by various clients and/or 
an inability to accurately evaluate customers 
of correspondent banks. As a result, in 
employing a de-risking strategy, a bank may 
voluntarily walk away from perfectly legitimate 
business opportunities and relationships to its 
financial detriment. 

De-risking can drive potential clients to smaller 
banks that may not be equipped to identify 
criminals’ increasingly sophisticated money 
laundering methods. It can also make it difficult 

for some honest and law-abiding individuals 
and organizations that do not have long, well-
documented financial histories to establish a 
banking relationship. 

In short, while banks’ use of de-risking as a way 
of complying with AML and other regulations 
is understandable, it is not the best, nor most 
effective response to the challenges posed by 
financial criminals. 

APPLYING DATA SCIENCE TO 
BANKING
Historically, banks have been very good data 
collection and management organizations, 
particularly as it relates to the documentation of 
customer transactions and accounts. 

Now, though, banks must make better, more 
proactive use of their internally held data as 
well as the vast stores of business-relevant 
data available on the internet, in third-party 
commercial databases, in social media feeds 
and numerous other sources.

This explains the relatively recent awareness of 
and interest in the use of “data science” in the 
banking industry.

While discussions about data science and its 
application to various business issues and 
problems make it seem like data science is 
something relatively new, in fact, the term was 
coined some 50 years ago. It emerged from a 



discussion among academic statisticians who 
were interested in expanding the boundaries 
of statistics beyond its then predominantly 
theoretical domain. They foresaw a future in 
which data would be abundant, and if subjected 
to traditional statistical disciplines, could deliver 
value in business and other arenas.   

We are clearly now living in that future. 
Businesses are swimming, some might say 
drowning, in data. And data science has 
emerged as a seemingly new discipline and 
vocation, considered by many as the best way to 
discover and extract insights and gain tangible 
value from that data.

But even as the term increasingly makes its way 
into business articles and conversations, it is 
difficult to find a clear and succinct definition 
of what it is and how it differs from business 
intelligence, data analytics and a plethora of 
other similar terms.

One recent article provides a good explanation 
about how data analytics and data science  
differ, and by implication, what data science is: 
“Data analytics tends to focus its mental energy 
on confirming (quantifying and qualifying) things 
we know we want to know. On the other hand, 
data sciences [sic] is about revelation – the 
discovery of something new in a previously 
unknown area.”iii  

Data science employs mathematical/algorithmic 
tools, multiple statistical techniques and models, 
data mining, access to big data (internal and 
external, structured and unstructured), machine 
learning and automation. It is forward looking 
in nature and capable of delivering previously 
unknown insights, prescriptive information 
and recommended actions. And it allows data 
scientists to explore and exploit vast and diverse 
data stores in a fraction of the time typical of 
traditional data analysis methods (i.e. seconds or 
less versus weeks, months or more).

While data science and data analytics are 
interrelated disciplines, data science actually 
subsumes data analytics and other data 
management pursuits, and requires different 
expertise and additional technology solutions.

Banks’ existing data management activities 
focus primarily on data held within a bank’s 
enterprise systems. This is generally customer 
information and historical transaction records – 
information that was never intended to be used 
for much beyond documenting, managing and 
growing customer relationships.



DATA SCIENCE VS. DATA 
MANAGEMENT & ANALYTICS 
CHARACTERISTICS 

Descriptive
Predictive (Correlation)
Predictive (Causation)
Prescriptive
Machine Learning

     0% Effort   50% Effort          75% Effort         100% Effort

Unlike data analytics, which examines known 
data using a rear view mirror approach, data 
science is forward looking in nature and 
capable of delivering previously unknown 
insights, prescriptive information and 
recommended actions.

DATA SCIENCE IN ACTION
Banks, in their attempts to comply with AML, 
BSA, KYC and other related regulations, face a 
quandary. In attempting to identify bad actors 
and suspicious activity, they must be able to dive 
deeply into three basic categories of information:

• The things they know they know (or at least 
think they know)

• The things they know they don’t know

• The things they don’t know they don’t know

Data science algorithmic-driven exploration 
and evaluation enable banks to go beyond 
elementary data management and analytics 
skills and technology which are useful for tactical 
purposes such as creating proposals and 
running reports. Data science methodologies 
integrate and ingest internal silos of historical, 
transactional, inherited (through M&A) data with 
external, often unstructured sources of data 
(including public Internet data, unindexed deep 
web data, and government and commercial 
datasets) to discover previously unknown 
business opportunities and threats. In the case 
of AML compliance, that can mean identifying 
complex networks of hidden relationships and 
ownership structures.

Collecting more data and examining it more 
comprehensively and methodically in real time on 
a continuous basis reveals hidden correlations, 
relationships and activities other solutions miss. 
A data science based approach also reduces 
the incidence of false positives that can trigger 
internal investigations and sap banks’ finite 
investigator time.

Data science methodologies, leveraged by 
developers with extensive financial crime domain 
expertise, can eliminate the dependency on 
humans and their manual, limited, and at times 
biased or corrupt motivations to more efficiently 
and directly discover bad actors and suspicious 
activities. The insights revealed by a data 

Data Analytics

Data Science
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science powered solution can then be conveyed 
to AML investigators through APIs, reports, 
dashboards and rich visualizations, enabling 
banks to take the required actions to reduce their 
regulatory risk and associated costs.

Data Science Solutions: 

• Use multiple, automated mathematical/
algorithmic tools and models to identify bad 
actors, predict future capers, and suggest 
mitigation strategies and actions. Reach 
beyond internally held data to also access 
open source social media, Internet, deep web 
and various 3rd party databases (that may be 
unavailable to banks) to identify suspicious 
correlations and deliver insights regarding 
behavior and patterns of activities that may 
indicate criminality.

• Operate continuously and “learn” to enhance 
their effectiveness – all without the need for 
human intervention.

THE QUANTAVERSE FINANCIAL 
CRIME DETECTION APPROACH
The good news is that there are solutions 
available today that can substantially improve 
banks’ abilities to efficiently identify bad 
actors and suspicious activities and meet 
their compliance responsibilities effectively 
and cost-effectively. Specifically, solutions 
from QuantaVerse, Inc. apply data science 
techniques, technology, automation and financial 

industry insider know-how to help banks address 
their AML, BSA, KYC and other related duties. 

Purpose-built for the banking industry and its 
unique business and compliance challenges, 
the QuantaVerse solution is comprised of 
processes and systems designed to examine 
very large internal and external, structured and 
unstructured volumes of data in order to produce 
insights and identify suspicious relationships and 
patterns that can indicate money laundering and 
other illegal activity.

QuantaVerse employs mathematical models and 
formulas as filters to examine pertinent data in 
an automated, rapid, ongoing manner. These 
algorithms are built to continuously “learn” and 
enhance themselves – all without the need for 
human intervention.

“Working with QuantaVerse we’ve been able 
to identify transactors and beneficial owners 
involved to a detail that we simply couldn’t 
before. This helps us understand our clients 
activities and helps us deduce their client 
relationships through navigating millions of 
transactions. This type of information is critical to 
identifying bad actors who may attempt to use 
our institution for financial crime.” - Executive 
Director, Global Banking Organization 

The solutions reveal which customers expose 
institutions to unacceptable risk by using their 
services and platforms to launder money. Not 
only do these solutions identify suspicious actors 
and activities, but they also predict the risk they 
may pose in the future and suggest mitigation 



strategies. Following is an at-a-glance example 
of the application of this approach:  

• The QuantaVerse data science engine ingests 
a set of transactions that have flowed or are 
flowing through bank systems

• The engine pulls in additional, related open 
source and/or 3rd party database information

• The ingested data, both structured and 
unstructured, is run through a series 
of proprietary financial crime detection 
algorithms (using the algorithms singly and in 
various combinations)

• Among the proprietary algorithms that may 
be applied are: community analysis, time 
series analysis, event analysis, profile and 
trend analysis clustering analysis, anomaly 
detection, geo-location detection and social 
influence network analysis. For example, the 
process might begin with the application of 
a collaborative filtering algorithm to identify 
established bad actors or likely current 
or future bad actors. Then, associated 
transactions might be run through anomaly 
detection, cluster analysis and/or time series 
analysis algorithms.

• The QuantaVerse solution continues to run 
transactions and other data through individual 
algorithms and combinations of algorithms 
until, for instance, the initially large volume of 
data ingested by the solution is distilled to a 
handful or less of specific transactions to be 
watch listed or reported

• In full implementation, the solution is 
ongoing, continuously examining data and 
delivering insights

• The solution presents its findings in a pre-
packaged format to bank investigators 
via APIs, reports, dashboards and rich 
visualizations, enabling them to make 
appropriate adjudication decisions 
 

LEVERAGE THE POWER OF 
DATA SCIENCE TO GET RID OF 
BAD ACTORS, KEEP VALUABLE 
CLIENTS AND ENSURE 
REGULATORY COMPLIANCE

Financial criminals and financial criminal 
activities are not going to magically disappear. If 
anything, criminal sophistication and tenacity are 
likely to increase in an ironic example of criminal 
enterprises engaging in continuous criminal 
improvement. Nor is the regulatory environment 
likely to ease up in the foreseeable future.

Banks cannot effectively address the criminal 
threats to their integrity, fiscal health and 
survivability using the same human-centric 
techniques and data management/data mining 
technologies they’ve been using for other 
purposes. Current efforts aimed at eliminating 
bad actors are painfully ineffective,  
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costly and time-consuming. Simply adding more 
investigators won’t solve this problem, and doing 
so would be financially unsustainable as banks 
try to keep up with or get ahead of the crooks.

Proven data science solutions, specifically 
those from QuantaVerse that have been 
purpose built for banking, that are available 
today and that have proven their ability to 
reduce the risk of clients running money 
laundering, terrorism financing, drug trade 
and other financial crimes through banks, are 
turning the tables on criminals.

In doing so, QuantaVerse helps banks reduce 
illegal activities, de-risking and brand damage 
that can lead to the flight of revenue to other 
institutions. It also helps banks reduce the cost 
of regulatory compliance.  

ABOUT QUANTAVERSE, LLC. 
QuantaVerse is the emerging leader in data 
science-powered risk reduction and revenue 
growth solutions, purpose-built for the banking 
industry.  Founded by financial services industry 
veterans and innovators, QuantaVerse solutions 
employ proprietary data science algorithms, 
integrate and filter internal bank data and 
related external data – including public Internet 
data, unstructured deep web data, as well as 
government and commercial datasets – to help 
the banking industry to significantly improve 
their compliance with AML, KYC and BSA 
regulations and requirements.  QuantaVerse 
solutions also drive revenue by turning KYC 
data into strategic insights about the markets 
and customers they serve. 

To learn how QuantaVerse data science powered solutions can benefit your 
financial institution, contact QuantaVerse at (610) 465-7320 or visit  
http://www.QuantaVerse.net for more information.
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